PENINSULA RSN

@ MANAGEMENT INFORMATION SERVICES POLICIES AND
PROCEDURES

Policy Name: LOADING OF STATE ENROLLMENT DATA Policy Number: 4.01
Reference: DSHS Contract

Effective Date: 8/2005

Revision Date(s): 12/2011

Approved by: PRSN Executive Board

CROSS REFERENCES

e Policy: Corrective Action Plan

PURPOSE

To ensure that all updates to Medicaid enrollment and eligibility are downloaded in a
timely way into the on-line Peninsula Regional Support Network (PRSN) database.

PROCEDURE

The Peninsula Regional Support Network contracts with Kitsap Mental Health Services
(KMHS) to manage the Information Services network on behalf of the PRSN.

Kitsap Mental Health Services IS staff are responsible to update enrollment information
in the PRSN’s database monthly.

In order to load enrollment data from the Mental Health Division into the PRSN
Information Services database, KMHS staff adhere to the following specific procedures
and checks:

Download Files from Provider One
Using Filezilla — connect to sftp.waproviderone.org — type of connection is SFTP
Username is 105021001, Password is peni0010

When connected, navigate to /PROD/HIPAA_Outbound directory
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z New site - sftp://105021001@ ftp.waproviderone.org - FileZilla

File Edit “iew Transfer Server Bookmarks Help

- |BnQ ESOFER BE=n

Host: Username: Password: Port: E]
Status: Directory listing successful A~
Skatus: Retrieving directory lisking. .,
Command: cd "HIPAA_Outbound”
Response: Mew direckary is: "fPRODHIPAS_Outbound™
Command: l=
Skabus: Lisking directory JPRODYHIPAA_Outbound)
Status: Directory listing successful A
Laocal sike: ‘ iy w | Remate site: | JPRODJHIPAA_Outbound w
28 L (nas-scamtkmhs_temp) ~ =) PROD ~
2V (its1ieligdh) 1) HIPAA_Ack
22 W (Yappsliassessments) I3 HIP&A_Error
280 (\Wnas-1ys-docshiracy's\xfer) %) HIPAA_Inbound
22 (VWPlest\Provider One Processing_ElighFiles) 2 HIPAA_Outhound
-5 7 (hdclvdolsharedd b I HIP&& _Working
4 2 7 TEST <
Filenarne Filesize F...| Lastrod & | Filenarme Filesize | Fi...  Last mod &
D. ..
*1 Hipaa, 105021001, 072320100313202832.820,0,0ut 281,414 ©O.. 07/23/201 4’1 Hipaa, 105021001,072320100231320283.820.0,0ut 281,416 O.. 07/27f201
4] Hipaa,105021001.07192010000320561.834. 0,00t 1,104,029 ©O... 07/19/201 1’1 Hipaa 105021001.07192010000320561.834.0.0ut - 1,104,096 Q... 07/21/201
*1 Hipaa.105021001.07162010014348562.820.0.0ut 287,336 0. 07/16/201 *1 Hipaa, 105021001,07162010014348562.520.0.0ut 287,360 O.. 07/21/201
*1 Hipaa, 105021001, 07092010015544651,820,0, 00t 320,799 O.. 074127201 4’1 Hipaa, 105021001,07092010015544651.820.0,0ut 320,800 O.. 07/21f201
4] Hipaa, 105021001.07122010000856663.834.0.out 1,102,625 0. 077127201 1’1 Hipaa. 105021001.07122010000856663.834.0.0ut - 1,102,632 O... 07/12/201
*1 Hipaa.105021001.07052010001309351.834. 0,00t 1,105,082 ©.. 07/06/201 *1 Hipaa,105021001.07052010001309351.834.0.0ut - 1,105,088 O... 07/06/201
*1 Hipaa, 105021001, 07032010160002769,820,0, 00t 261,853 ©O.. 07/04/201 4’1 Hipaa, 105021001,07022010160003769,.820,0,0ut 261,856 O.. 07/05/201
41Hipaa.105021DDl.DEGDED1DDSDDIEB?D.834.O.DUt 26,099,099 0. 06/30/201 v 1‘1Hipaa.IDSDEIDDI.DEBDEDIDDBDDIEB?D.BS4ODUt 26,099,1... 0. 0706201 %
< b £ b
17 files. Total size: 62,214,185 bytes 10 files. Total size: 32,453,400 bytes
Server/ocal file Direct... Remote file Size  Priority = Status

Queued files | Failed transfers Successful transfers

B % Queus:empty @@
Place new files in the PFTEST server, D:\Provider One Processing\Files for processing.

As the directory grows, you would be best to sort by Last modified to get most recent on
top. Keep the spreadsheet updated so it will be easier to determine files for download.

Every week there should be at least two files — a .834.0.out (eligibility records) and
.820.0.0ut (RSN Payment records).

Update the spreadsheet \IS-DOCS\EIig\P1 Eligibility\FileLog.xIs with the file name(s)
downloaded

Import file(s) into the Access Database
The Access Database is only available on PFTEST server and is called
PllmportV6.mdb There is a shortcut for all users called P1importV6.mdb

When you select the Shortcut — you will see the following message — click Open
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Security Warning |

Cpening "C:Documents and Settingsiall UsersiDeskiopiP1Importy's, mdb”

This file may nok be safe if it contains code that was intended to harm your
compuker,
Do wou want ko open this file or cancel the operation?

Cancel

=

=) | Maore Info |

This is the switchboard that opens — please see below for specifics.
EE Main switchboard [_ O]

Scan 820 and 834 Files For Import

R eview filez priar b Processing

Irpart 820 Payments

Import 834 Eligibility

Client Eligibility B ewvigw Tools
Payment Summary Bewview

Setup Parameters  Only during program setup

E it this database

|
|
|
_
|
_
|

1 — Scan files. This process reads the PFTEST D:\Provider One Processing\Files to
determine what is new, etc. This runs very quickly.

2 — Review files prior to Processing. This displays the files from the above directory and
if they are identified and ready for import. It determines if this is a monthly/full file based
on the file size. Check to ensure the file(s) you just placed in the directory is there.

FileMame [ Datelmpo| DateTimePd] blimpor | EffectiveDate | MonthlyFullFile | FileType | FileSize | TStamp | blBadFile |
P |Hipaa, 108021001.0531201 0084626278, 834, 0. out 5:02:03 A 5/31/2010 534 25116609 054625 a
* i

3 — Import 820 Payments. If there is a new 820.0.out file ready to be read, select this
option.

4 — Import 834 Eligibility. This will import the 834.0.out file into the database. NOTE —
a full monthly file may take hours to complete. This will tie up your PFTEST connection

Loading of MHD Enrollment Data 4.01 Page 3 of 17



Peninsula RSN Policies and Procedures

during the import. If you are concerned about the process you can click Start/Run and

type taskmgr. Here you will see the Access process running and using memory. Here

you would see MSACCESS.EXE using around 20% of CPU and the Mem usage will be
changing — this indicates the process is still running.

E windows Task Manager |_ O] x|

File Options Wiew Help

&pplications ~ Processes |F‘erFu:urmanu:e I Metwaorking I Isers I

Irmage Mame | IIser Mame I ZPL | Mem Usage |
kaskmgr exe kracy oo 4,700 K
ckfrmon, exe kracy oo 3,364 K
winlogon, exe SYSTEM an 4,944 K
TscHelp.exe kracy oo 2,736 K
Corss, exe SYSTEM an 4,220 K
Snaglkiz.exe Lracy an 9712K
explorer.exe Lracy ] 972K
BacsTray. exe bracy an 3,236 K
SnagPriv.exe Lracy an 3,164 K
CcApp.exe Lracy an 5,704 K
MSACCESS,EXE

rdpclip.exe kracy oo 5,784 K

[ sShow processes from all users End Process
Processes: 179 |CPU Usage: 1% (Commit Charge: 1528M | 12114M

When completed, you will return to the Switchboard window.
Notify Anders (337-4886 — aedgertn@co.kitsap.wa.us) the 820 Payment file has been
imported (if processing 820 file).
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Export for ProFiler processing — 834 Files only

Once the 834 (Eligibility) data is imported you need to run a query to create the file for
yet another Access DB to use for reading/processing in ProFiler. Open the window that
is minimized in the bottom left of the screen:

E Microsoft Access [_ =] x]
© Fle Edit ‘iew Insert Format  Records  Tools  Window  Help Type & question for help -
T e 0 -|BZU|SE==|S-1A- L1 -1=-]

M- HB GRAYV s RRIIGHEITEYM:|F BEE-108

EE Main Switchboard

i Scan available 820 and 834 Files to Import

J Review files prior to Processing

J Impart 820 Papments
_I Impart 834 Eligibility
_| Edigibility Loakup

J Financial Payment Review

J Setup Parameters

_I Eit this database

{iE= ProviderOne... [SIml
e —
N -

FLTR MUM

Select Queries —
i!-_E P1Import¥6 : Database {Access Z000 file formal

EEopen B Desion Few | X | 2p |3

Ohbijects Create query in Design wiew

] Tables Create query by using wizard
| - A% _1aClearCurrentPF
E Queries
¥ _1Monthlyadds
= F .
orms [E) _1MonthlvInfo_B

Reparts HT _Weeklyadds
¥ Pages ¥ 3wWesklyExp
2 Macros g ;
¢3¢ Modules = :

Groups @ Eligibility Trans by P1ID and Date
38 Favorites = EligibilityCurrent Without Matching Eligibility_LastAudit

@ EliTrans_Link_PayrientRefzz

4| | »
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First run _1AClearCurrentPF (for both Monthly and Weekly files) — this empties the
current database. NOTE: For each query you will get two warnings — Click YES to both
(the second message is either that you will paste or delete rows — this is OK)

Microsoft Office Access |

You are about to run a make-table query that will modify data in your table.

! 5 Are wau sure yau wank ko run this type of ackion query?
For information on how to prevent this message from displaying every time wou run an ackion query, click Help,

i/l | Help |

Microsoft Office Access |

You are about to paste 42152 row(s) into a new table.

! Cnce you click Yes, vou can't use the Undo command o reverse the changes.,
Are you sure wou wank ko create a new table with the selected records?

Monthly Files Only (If doing a weekly update — skip to Weekly Files section)
Highlight _1Monthly Adds and select Design

E P1Import¥6 : Database {Access Z000 file format} H=] E3

"4 HNew | 2| 2p 0
Objects @_;J Create query in Design view
] Tahles IE_;J Create query by using wizard
| 3 Queries A% _1aclearCurrentPF

= 4% _1Monthlvadds
=l Forms oY _iMonthlyInfo_B
49 Reparts ¥ rweeklyadds

“& Pages ¥ _weeklyExp

) Macros

Count Eligibles by Age Zip

§ -
g% Modules :;'_:lﬂ ’
=

Groups Eligibility Trans by P1ID and Date
[3] Favarites _:",—:l EligibilityCurrent Withaout Matching Eligibility _Lastaudit
_:",—:l EliTrans_Link_PaymentRefZZ
4| | 3

Open the field File: Mid([EligibilityTrans.FileName],17,17) and enter the filename
being used (The filename is the bold/highlighted section of the overall filename:
Hipaa.105021001.05312010084628278.834.0.out) This name is used
throughout the process.

Select the Run command (Red !)
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Microsoft Access

File Edit  Wew Insert Query Tools  Window  Help

H-[HR SRV §B2BR(9-0-#-()hz|a - &FNEA-Of

1Import¥6 : Database {(Access 2000 file format)

_1MonthlyAdds : Append Query

RAC -
BSP

MedicareStatus
HealthDateQualifier
HealthDatePeriod

Skatus

Arnounkt

FileMame

Datelmported

R_M_Twpeld J
R_M_ReasoniCd
R_M_Datequalfier d|

4] |

Field: FileMame Effective: HealthDa  |Prowider1ID Ref3H
Table: Eligibilitw Trans Eligibility Trans Eligibility Trans EligibilityTrans
Sork:
#ppend To: |File FileMame Effective D1 Dz
Criteria: |"06302010030012570"

ar:
ol

= _1MonthlyAdds : Append Query [ ]

-

i tyTrans

RAC = l
BSP
Medicarestatus
HealthDateQualifier
HealthDatePeriod
Status
Armount
FileMame
Datelmported
R_M_Twpeid J
F_M_ReasonCd
R_M_DateQualifier hd|

Lt | o

Figfd: |File: Mid{[EligibilityT | FlleMame Effective: HealthDa | Provider1ID Ref3H B3P MNameLast NameFirstﬁ
Table: Eligibility Trans EligibilityTrans Eligibility Trans Eligibility Trans Eligibility Trans Eligibility Trans Eligibility Tr

Append fo¢ |File FileMarme Effective 101 10z EligID LastMarme FirstMarne

Critefia: |"06302010030012570"
A -
3

Again, you will get the messages (OK for both) and then close the query (this
creates a new DB called CurrentPF)

Run query _1MonthlyIlnfo_B, changing the file name as above.
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Open the Table PRSN_EIlig_LastMonthly and select File/Export (file type Excel)
Save this output file in PRSN Provider/RSN/P1 Elig with the name MMM RAC
and ZIP.

Open this spreadsheet and create a pivot table as shown below

o) JSREES - &4 - Aug RAC and ZIP.xls [Compatibi... PpivotTable Tools - x
) ——
*/‘ Home Insert Page Layout Formulas Data Review View Developer Add-Ins | Options Design ¥ -9 X
PivotTable Name:  Active Field: 4= | ¥ Group Selection 9 ; A ;‘ 5]\‘ ;‘ ih ij . Q Field List
g Z A [~ %] = = = L 2 x a1
PivotTablel Count of RAC o Ur o e / - él < |25 +/- Buttons
= JE o A Sort Refresh Change Data | Clear Select Move PivotChart Formulas OLAP -
[ options = | Q) Field Settings 4] Group Fielc s M Source ~ A ~  PivotTable *  tools F] Field Headers
PivotTable Active Field Group Sart Data Actions Tools Show/Hide
| A3 - ( £ Count of RAC
A B C 8] E F G{PivotTable Field List v x N

1 Drop Page Fields Here |

2 Choose fields to add to report:

3 [Count of RAC |Amount | - CJFile "7 Report Filter

4 Exprl ~ $10.86 $20.83 $89.15 $114.35 |Grand Total [ JHealthDateperiod ‘ ‘

5 1713 2 2 [CIProvider1p

g gig?; 1 1 1 [v]Expr1 i  Column Labels

RAC Amount -

8§ 32724 1 1 [Z]Amount

9 70458 2 2 iZ Row Labels

10 84121 1 1

11 89801 1 1 ‘ — ‘

12 92036 1 1 £ Values

1 eser [ ; -

::g gg;gg 2 1 f [ Defer Layout Update

17 98000 2 2

18 98002 1 1 2 o

19 98005 3 3

20 98008 1 1

4 4 » M| Sheet1 /~ PRSN_Flig_LastMonthly %2 [ | I

Ready Iﬂ | (3 100% (:)— (‘T')

Save the file with the same file name and notify Anders
(aedgertn@co.kitsap.wa.us) notifying him of the monthly file for Zip codes.

Weekly Files Only
Highlight _2WeeklyAdds and select Design and then the same for _3WeeklyExp

i P LImport¥6 : Database (Access 2000 file format) =]

Ohijects |.z|=J Create gquery in Design view
] Tables |.E|=J Create query by using wizard
| ] A% _1aclearCurrentPF
_E'ﬂ Queries
= &% _1Monthlvadds
= F ;
orms 5% _iMonthlvInfo B
i Reports 4 weeklyAdds
¥ Pages ¥ 3wWesklyExp
2 e || Reveerrle
_li'ﬂ SCreateutp
Modules
&« _Eﬂ Count. Eligibles by Age Zip
Groups _Eﬂ Eligibility Trans by P1ID and Date
38 Favorites =1 EligihilityCurrent Without Matching Eligibiity_Lastaodit
_Eﬂ EliTrans_Link_PaymentRefZz
A | 3
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Open the field File: Mid([EligibilityTrans.FileName],17,17) and enter the filename
being used (The filename is the bold/highlighted section of the overall filename:
Hipaa.105021001.05312010084628278.834.0.out) This name is used
throughout the process.

Select the Run command (Red !)

Microsoft Access

© File  Edit Wiew Insert Query Tools  Window  Help

B HBSRY $RR9-0-H-(D)EZ|a - [FNCA-@

E P1Import¥6 : Database {(Access 2000 file format)

=1 _1MonthlyAdds : Append Query

Eligibility Trans
RAC AI
BsSP
MedicareStatus
HealthDateQualifier
HealthDatePeriod
Skatus
Arnounkt
FileMame
Datelmported
R_M_Twpeld J
R_M_Reasonid
R_M_Datequalfier d|
[ |
Field: FileMame Effective: HealthDa  |Prowider1ID Ref3H
Table: Eligibility Trans Eligibility Trans EligibilityTrans EligibilityTrans
Sork:
fppend To: [File FileMame Effective 101 D2

Criteria: |"06302010030012870"

ar:
ol
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-
H
RAC Al
BSP
MedicareStatus
HealthDateQualifier
HealthDatePeriod
Status
Armount
FileMame
Datelmported
R_M_Twped J
R_M_ReasonCd
R_M_DateQualifisr hd|
-
[« | |
Figld: [File: Midi[EligibilityTr | FlleName Effective: HealthDa | Provider1ID Ref3H BSP MamelLast NameFirstﬁ
Table: Eligibility Trans Eligibility Trans Eligibility Trans Eligibility Trans Eligibility Trans Eligibility Trans Eligibilit+ Tr
Sark:
Append Jo: |File FileMarne Effective 101 Dz EligID LaskMame FirstMame
Critefia: |"06302010030012570"
Al

,

Again, you will get the messages (OK for both) and then close the query (this

creates a new DB called CurrentPF)

For both Monthly and Weekly:
Select _4RvwPFFlle (double-click). This opens the newly created file for review. Note
the number of records on the bottom of the screen.

If all looks OK, select 5CreateOutput (double-click). This creates a view of the data in
the file above — you now need to export the file.

With the file open, select File — Export and export all (file type Text Files) to the filename
eligpfl.txt in \NAS-1\MIS-DOCS\ELIG (You can overwrite this file)

Microsoft Access =]

 File Edt Wew Insert Format  Records  Tools  Window  Help Type a question for help

M- HR(SAT &9 ECRT|r X EE-0 0

= _5CreateOutput : Select Query
Effective

Lapse [xZ Iry Elinll | 2cthlarna Fircthlarna Bivthdata

[ TTTTTTTTTT I+

Record:

71172010 .
£1/2010 savem: [ ol rl @-3 @ K L - Tooks~ 4178
&1/2010 T [ 4768
6/1/2010 l ﬁ @ eligpflapri0.kxt 491 6?
B/1/2010 My Recent eligpf1augDd. bt 5164
7172010 Documents B elignf1decoa. bt 5394
77142010 sligpf1febi0 bt 0048
B/A172010 @ eligpFliani0.txt 03724
B/A172010 Deskiop eligpFliuni0.kxt 0944
74142010 eligpfLmar10.tx: 25061
74172010 elignFLnow0.bxt 4788
74142010 elignfloct0d txt 9172
B/1/2010 My Documents

74010

JIXH KR L rn
1 File name: eligpf 1, bxt v | I Save formatted -m"v
My Metwork I J I™ Autostart
Places Save as type: IText Files {*.txt;*, cav;* kaby* . asc) j Cancel
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In the formatting — select as follows:
Delimited — Next

E= Export Text Wizard E3

This wizard allows wou to specify details on hov Microsoft Office Access should export your
data. Which expart Farmat would wou like?

@ égelimited - Charackers such as comma or tab separate each field

" Fixed Width - Fields are aligned in columns with spaces between each Field

Sample export Formak:

LSfleDlD Q:00:00) | 100 ar| o1 i PCIPT | "Hﬂ
z |6/1/2010 0:00:00] | "101 war| "ol | PCNERY| "B
iﬁf 172010 0:00:00] | ™102 ar| o1 ) PCHPT | YK

4 |6/1/2010 0:00:00] | "101 war| "ol o PCHET S
iﬁfleDlD Q:00:00) | 102 ar| o1 i PCIPT Y

6 |6/1/2010 0:00:00] | "101 war| "ol i"|"LCP—I‘ﬂ\IPJ
— -
A i
Advanced. .. | Zancel | = Back | Tk = | Einish |

Delimiter — Other | and Text Qualifier None

EE Export Texrt Wizard Ed

What delimiter separates your fields? Select the appropriate delimiter and see how your bext
is affected in the preview below,

’ﬂ:hcu:use the delimiter that separates your fields:

" Tah ™ Semicalon = Comma ™ Space { ' Other: i| )
™ Include Field Narmes o First Row Text Qualifier: |W

6/1/2010] | 10 WA| 012 | CHF | z/ il

£/1/2010] | 10 Wi| 014 | CNP| 4/

5/ 1/2010] | 10 WL| 015 | CNP| 1/

G/1/2010] | 10 Wi 011 | CHP|: 8/

6/1/2010] | 10 WL| 017 | CNP | =K

6/1/2010] | 10 WAa| 016 | LCP- | 4 T
Lo 4 114 1T 1 1 RITH L ﬂ

4
.ﬁ.dganced...l Cancel < Back |' Mext = 1 Einish |

Finish
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EE Export Text Wizard |

That's all the information the wizard needs to export your data.

Export to File:

[L: EligieligpfLbxt

F'.dganu:ed...l Cancel | < Back | exh = " Einish '

o —

You will get a message that the export has finished.
You can close this database and log off PFTEST.

Import the file into the ProFiler Eligibility database

Log onto APPS1 server

Rename the current file called eligpfl.txt (the file name should be eligpfMMDDYYwkly
or eligpfMMMYYmo)

Move the eligpfl.txt from IS-DOCS\ELIG to APPS1 D:/Eligibility_Upload directory.
Open Access DB called “WA_CAID_ELIG_Import.mdb”

Open FORMS, Then Switchboard
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ﬁ WA_CAID_Elig_Import : Database {Access 2000 file format)

Lﬁ Open %Qesign 5] Mew | 4

Objects 5 Eligibility Upload Tool

1 Tables

E_-J Queries

| % Forms | (OO

40 Reports

"E Pages _I 1) Import Eligibility File

2 Macros _I 2] Wiew Local Eligibility T able

2 Modules _I 3] Upload Local Eligibility to Live Eligibility Import T able
Groups _I 4] Exit Tool

[#| Favorites

Run item 1: Import Eligibility File (clears local DB, reads eligpfl.txt into local DB, reads
Profiler DB, identifies/flags duplicates, marks new items for import by matching
ID1+DOB, FN+LN+SSN or FN+LN+DOB)

SQL server login prompts for “sa” password partway thru

Message will display when queries are done. Click OK

Microsoft Office Access

i External Eligibility File was succesfully impaorted ko Local Eligibilicy table [ Previously lnaded
\-...) duplicates have been removed [ Client ID matching has completed, Review the Local Elig
Table...

Run item 2: View Local Eligibility Table (make sure today’s date is in last_modified
date field)

If ok, close table (NOTE: The record numbers may not match — this process looks for
duplicate items and removes them)

Run item 3: Update Local Eligibility to Live Eligibility Import Table (reads local file,
compares to Profiler client & payor tables to find matches; matches by name, DOB
and/or SSN). Query takes about 1 hour. Message will display when complete. Click
OK NOTE: Do NOT run this more than one time

Run item 4: exit tool. Close MS Access and log out of APPS1
Run SOL query to find additional possible matches

Log into UNICARE server as yourself
Find Eligibility.sqgl on the desktop (should be there for all users) and double-click to open

Loading of MHD Enrollment Data 4.01 Page 13 of 17



Peninsula RSN Policies and Procedures

Connect to Unicare DB
Select database Unicare from the drop down and click Execute — this runs very quickly
Repeat this against the DW server Kitsap DW database.

(purpose is to run some additional queries/views to find matches)
When lower left side of window indicates query ran successfully, close SQL Server
Management Studio and log off Unicare server

Run Update in Unicare DB

Log into Profiler (Unicare live) DB

Open Automation Manager

Check Eligibility Import and click Start

There will be 1 record in the queue and 0 processed — when this changes to at least 1
processed and 0 in queue, click Stop and OK to close Automation Mgr

Run Payor/Episode Association Script in Unicare DB

Log onto the UNICARE server as yourself

Find NEWOther_Payor_Selfpay_Axis_080909.sqgl on the desktop (should be there for
all users) and double-click to open

Connect to Unicare DB

Select database Unicare from the drop down and click Execute

When lower left side of window indicates query ran successfully, close SQL Server
Management Studio and log off Unicare server

Repeat this against the DW server Kitsap DW database.

Run Rank90 Script in Unicare DB

While in the Studio Manager, find the Rank90.sql script
Run this against Unicare

Repeat this against the DW server Kitsap DW database.

Notify users Eligibility has completed for monthly processing

Send email to Rose Clemons and Tonya Ferguson (JMHS), Chris Marie Carter (KMHS),
Michelle Johnson and Cheryl Miller (PCMHC) and Audrey Grafstrom and Sherrie
Richards (WEQOS) to notify them the eligibility data is completed.
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Filename:

ACTION

INSTRUCTIONS

Date Complete

File Download

Go to the P1 SSH connection (ftp to
sftp.waproviderone.org — mode is SFTP).

Go to PROD directory, then HIPAA_Outbound
directory

Select current files and download the files — — you
are looking for both 834.0.out and 820.0.out files -
they need to end up in the PFTEST D:\Provider
One Processing\Files directory.

Log off the P1 SFTP

Update file log
spreadsheet

With Filename(s) and date — file is in the binder and
blank copies in IS-DOCS/Elig/P1
Eligibility/FileLog.xls

Add records to
Access db

Connect to PFTEST and locate the shortcut for the
Access DB P1limportV6 (click OPEN at the
message)

Scan directory for
files

Select first item on switchboard — Scan available
820 and 834 files to Import

Review files

Select second item on switchboard — Review files
prior to Processing — make sure the new files you
imported are listed.

Import 820 Payments

Select third item on switchboard — Import 820
Payment.

Notify RSN

Notify Anders (337-4886 —
aedgertn@co.kitsap.wa.us) the 820 Payment file
has been imported.

Import 834 Eligibility

Select fourth item on switchboard — Import 834
Eligibility — NOTE: Monthly files (determined by
size) will take a few hours to import.

Monthly 834 - Create
export file for Profiler

In the PFTEST P1limportV6 database, run the
queries (_1AClearCurrentPF and _1MonthlyAdds
and _1MonthlyinfoB. Once completed, run item
_bCreateOutput (see instructions for formatting)
and save the file in the W\NAS-1\IS-DOCS\ELIG
directory called eligpfl.txt (OK to overwrite the file
here)

Monthly 834 Only

Create spreadsheet from the file in Step
_1MonthlylnfoB from the table
PRSN_Elig_LastMonthly (refer to detailed
instructions for export and pivot table creation).
Notify Anders Edgerton
(aedgertn@co.kitsap.wa.us) that the file is in the
PRSN Provider/RSN/P1 Elig directory.

Weekly 834 - Create
export file for Profiler

In the PFTEST P1limportV6 database, run the
queries (_1AClearCurrentPF and _1MonthlyAdds or
_2WeeklyAdds and _3WeeklyExp. Once
completed, run item _5CreateOutput (see
instructions for formatting) and save the file in the
\NAS-1\IS-DOCS\ELIG directory called eligpfl.txt
(OK to overwrite the file here)

Loading of MHD Enrollment Data 4.01
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Remaining for both

Log onto the APPS1 server and go to directory

mggth'y and Weekly | h\Ejigibility_Upload
) . Rename “eligpfl.txt” to “eligfplmmddy.txt” with the
Rename |ast month's mmddyy from the file being processed
file on APPS1 vy gp '
Use Filezilla or other transfer program to copy
Copy TS1 Access ; AR
output to APPS1 output file from TS1 to APPS1 D:\Eligibility Upload

directory and ensure it is called “eligpfl.txt”

Import eligibility file to
Access DB

Log onto APPS1 server

Open Access DB called
“WA_CAID_ELIG_Import.mdb”

Open FORMS, Then Switchboard

Run item 1: Import Eligibility File (clears local DB,
reads eligpfl.txt into local DB, reads Profiler DB,
identifies/flags duplicates, marks new items for
import)

SQL server login prompts for “sa” password
partway thru

Message will display when queries are done. Click
OK

Run item 2: View Local Eligibility Table (make
sure today’s date is in last_modified date field)

If ok, close table.

Run item 3: Update Local Eligibility to Live
Eligibility Import Table (reads local file, compares to
Profiler client & payor tables to find matches;
matches by name, DOB and/or SSN). Query takes
about 1 hour. Message will display when complete.
Click OK

Run item 4. exit tool. Close MS Access and log
out of APPS1

Run SQL query for
further matching

Log into UNICARE server as yourself

Find Eligibility.sqgl on the desktop (should be there
for all users) and double-click to open

Connect to Unicare DB

Select database Unicare from the drop down and
click Execute — this runs very quickly

(purpose is to run some additional queries/views to
find matches)

When lower left side of window indicates query ran
successfully, close SQL Server Management
Studio and log off Unicare server and repeat this
against the KitsapDW replicated database in DW
server.

Run Update in
Profiler Unicare DB

Log into Profiler (Unicare live) DB

Open Automation Manager

Check Eligibility Import and click Start

There will be 1 record in the queue and 0
processed — when this changes to at least 1
processed and 0 in queue, click Stop and OK to
close Automation Mgr

Loading of MHD Enrollment Data 4.01
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Log onto the UNICARE server as yourself

Find NEWOther_Payor_Selfpay_Axis_080909.sq!
on the desktop (should be there for all users) and
double-click to open

Connect to Unicare DB

Select database Unicare from the drop down and
click Execute

When lower left side of window indicates query ran
successfully, close SQL Server Management
Studio and log off Unicare server and repeat this
against the KitsapDW replicated database in DW
server.

Run Payor to Episode
Association and Rank
90 Scripts

Send email to Rose Clemons and Tonya Ferguson
For Monthly Files (JMHS), Chris Marie Carter (KMHS), Cheryl Miller
only: Send email (PCMHC) and Audrey Grafstrom and Sherrie
regarding completion | Richards (WEOS), CC Anders Edgerton at the RSN
to notify them the eligibility data is completed.

MONITORING

This policy is a mandate by contract.
1. This policy will be monitored through use of PRSN:
e Annual PRSN Provider and Subcontractor Administrative Review.

o PRSN will use reports generated by the Department to identify the list of
total errors on data submissions.

2. If a provider performs below expected standards during any of the reviews listed
above a correction action will be required for PRSN approval. Reference PRSN
Corrective Action Plan Policy.
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Policy Name: DATA TRANSFER TO THE DEPARTMENT Policy Number: 4.02
Reference: DSHS Contract

Effective Date: 4/2004

Revision Date(s): 1/2012

Approved by: PRSN Executive Board

CROSS REFERENCES

e Policy: Corrective Action Plan

PURPOSE

To ensure that the Peninsula Regional Support Network (PRSN) maintains a primary
and backup system for the transfer of electronic data to the Department.

PROCEDURE

1. The Peninsula Regional Support Network contracts with Kitsap Mental Health
Services (KMHS) to manage the Information Services (IS) system utilized by the
PRSN.

2.  KMHS, as contracted provider for PRSN Information Services, will use the SSH
(Secure Shell) method of data encryption for all electronic data transfers to
ensure confidentiality.

3. PRSN data is transferred (using the SSH software) to directories in the DSHS
data system by connecting to the Virtual Private Network (VPN) via an Internet
connection.

e All data is submitted in accordance with the current Data Dictionary
specifications.

e Encounter data is submitted using HIPAA file formats.
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4. In the event internet connectivity is unavailable over a period of 14 calendar
days, data will be sent to DSHS using a password-protected CD, DVD or Flash
Drive delivered directly to the Department.

MONITORING

This policy is mandated by contract.

1. This policy will be monitored by the PRSN by the following means:

e Kitsap Mental Health Services will report to the PRSN any loss of VPN
services.

e KMHS and the PRSN will debrief any loss of connection and resolve
problems identified.

2. If a provider performs below expected standards during any of the reviews listed
above a correction action will be required for PRSN approval. Reference PRSN
Corrective Action Plan Policy.
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MANAGEMENT INFORMATION SERVICES POLICIES
AND PROCEDURES

Policy Name: IS DATA SUBMISSION PROCEDURES Policy Number: 4.03
Reference: WAC 388-865-0275

Effective Date: 4/2004

Revision Date(s): 1/2012

Approved by: PRSN Executive Board

CROSS REFERENCES

e Policy: Corrective Action Plan

PURPOSE

The Peninsula Regional Support Network (PRSN) contracts with Kitsap Mental Health
Services (KMHS) to operate its Information Services (IS) in accordance with the
PRSN'’s contract with DSHS and the state-issued Data Dictionary.

All providers within the PRSN are connected to KMHS via VPN tunnel connections via
the Internet. All providers use the shared ProFiler® Electronic Health Record. RSN
clients are distinguished at the Company level by presence of an RSN Payor record.
These procedures describe the internal procedures run by specific agencies and KMHS
to transfer data to the state.

PROCEDURE

PROVIDER Encounter Preparation Monthly Procedures. As part of normal monthly
billing, run edits as defined in current agency billing checklist. Once all edits are
completed, services have been posted and the RSN billing batches are created, notify
Mary Anne Miller (mam@kmbhs.org or 360-415-5859) of the batch name so the 837P
files can be created and sent to the state. As stated in contract, each agency is
responsible to have their encounters ready for receipt at the state by 60 days after the
close of every month. To allow KMHS processing time, it is preferred these files are
ready by 45 days after the close of every month.
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Once files are sent, KMHS monitors and processes the ETRR files received from the
state that acknowledges the receipt and cites any errors. Errors are reviewed and
corrections submitted as indicated by KMHS with assistance/clarification from the
provider agency as required. Errors must be corrected and resubmitted if indicated
within 30 days of the notification from the state.

PROVIDER Weekly Client Data Preparation.

All data required by the current WA State DBHR CIS/Data Dictionary for RSNs must be
entered and complete before any client is flagged for RSN services (client has the RSN
Crisis or RSN Standard/PACT payors). The current version can be located at
http://www.dshs.wa.gov/dbhr/mhpublications.shtml.

Once a client record is flagged with the RSN payor, the ProFiler® system checks to
ensure all required data is present. If it is not, the state report transaction is held in
error until data is corrected. The errors flagged by ProFiler® are sent to the specific
agency for correction. Once the data is corrected, the next run in ProFiler® will
recognize the correction and include the transaction in the next data send.

If a record clears the ProFiler® system and subsequently errors at the State level, KMH
staff review the transactions to ensure there is not a problem with the file that was sent.
These errors are corrected by Kitsap Mental Health Services staff (coordinating with the
specific agency as needed) and resubmitted.

As specified in contract with WA State DBHR and each agency contract with the RSN,
errors must be corrected within 30 days of naotification.

MONITORING

This policy is mandated by contract.

1. This policy will be monitored through use of PRSN:
e Annual PRSN Provider and Subcontractor Administrative Review.

e PRSN will use a report generated by the Department to identify error
statistics and total services received within 60 and 90 days of close of the
month in which the service was provided to ensure timeliness is achieved.

2. If a provider performs below expected standards during any of the reviews listed
above a Corrective Action will be required for PRSN approval. Reference PRSN
Corrective Action Plan Policy
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Policy Name: IS ENCOUNTER SUBMISSION AND
EVALUATION Policy Number: 4.04

Reference: DSHS Contract
Effective Date: 10/2005
Revision Date(s): 10/2006

Approved by: PRSN Executive Board

CROSS REFERENCES

e Policy: Corrective Action Plan
e Policy: Data Error Resolution

PURPOSE

Network providers within the Peninsula Regional support Network (PRSN) will be
responsible for submitting encounter data into the PRSN Management Information
System (MIS) according to Department Consumer Information System Data Dictionary
by the 18™ of each month. Late services will be accepted beyond this time, and must
be flagged accordingly. The PRSN MIS contractor shall be responsible for reviewing all
data, formatting it, and transmitting it to the state MHD within sixty (60) days of the close
of the calendar month in which the encounter occurred.

PROCEDURE

1. Consumer encounters submitted from the Community mental Health Agencies
(CMHASs) will be successfully submitted to the PRSN MIS subdelegated
contracted by the 18™ of the month following service.

2. The PRSN'’s subdelegated contracted Information Services provider conducts a
series of procedures with the data to ensure that it is accurate and prepared to
send to the Department of Social and Health Services (DSHS) on behalf of the
PRSN.
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3. The PRSN monitors submission of data to DSHS via the “RSN Weekly Status
Report”, and compares key indicators on the report to statistics reported directly
to the PRSN by KMHS off of the PRSN IS database.

a. Factors such as numbers served and hours of service per month are
matched.
b. If specific inconsistencies are found, corrective action is required.

MONITORING

This policy is mandated by contract.

1. This policy will be monitored through use of PRSN:
e Annual PRSN Provider and Subcontractor Administrative Review.

e PRSN will use a DSHS report to identify the total services received by the
Department within 60 and 90 days of encounter date to ensure timeliness is
achieved.

e PRSN will use a DSHS report to list total services received by the Department
to match key indicators with statistical reports run off of the PRSN database.

2. If a provider performs below expected standards during any of the reviews listed
above a Corrective Action will be required for PRSN approval. Reference PRSN
Corrective Action Plan Policy
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Policy Name: DATA ERROR RESOLUTION Policy Number: 4.05

Reference: DSHS Contract
Effective Date: 4/2004
Revision Date(s): 4/2006

Approved by: PRSN Executive Board

CROSS REFERENCE

e Policy: Corrective Action Plan

PURPOSE

To ensure that any errors encountered through the processing of data from providers
into the Peninsula Regional Support Network (PRSN) database are addressed and
corrected in a timely manner.

PROCEDURE

Event Export / Import - Provider to RSN - Correcting Lattice Errors

This document addresses known errors that have occurred during event processing and
explains how to correct them. It is possible at any time for new errors may occur that
are not listed here. Contact the Systems Analyst whenever a new error occurs.

Errors are found by looking at the last line of the export or import report in the print
gueue. Lattice keeps track of errors and prints the message: **ERRORS NOTED: X.
When this message occurs, search the print out to find the specific client and error.
Check the Lattice manual to see if the error is listed; the manual should describe the
problem such that the reader can fix the problem. Many of the processing errors are not
in the manual, however. Follow the instructions below to correct these errors.

Provider Event Export Errors
e No errors in last 4.5 years.
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RSN Event Import Errors

*****INVALID SERVICE CODE: 152. EVENT NOT IMPORTED. Error occurs when
service code does not exist in the receiving system.

Reason for error and solution:

e ltis likely that a new service code was added to the provider database which
also needed to be added to the RSNs but wasn’t. Check the provider recode
table “SACTORSN” for the SAC (Service Activity Code) which is recoding to
the invalid RSN service code. Check the PRSN Code Change Form to see
what is needed. Correct the provider recode and add event rule if needed.
Add the code to the RSN if the form indicates. Reset the provider's events
and export them again according to the Event Reset Procedure.

Adding A Service Into The RSN Database

Use this procedure to manually enter a service into the RSN event file. Services only
need to be entered manually when an import error occurs. See “Resolving Event Import
Errors” for details about why errors happen.

Before a service can be entered into the RSN you must look up the provider codes for
the following items and convert them to the RSN codes:

e Staff ID and Reporting Unit

e Location Code

e Service Code
Refer to RSN Service Activity Master & Cross Reference and RSN Location Code
Cross Reference to make the conversion.

Two methods are given to add the services to the RSN. The data base administrator
may use either one. Both are listed so the DBA can pick whichever entry method they
are most comfortable with.

Log on to the RSN system using either own user id. or “ru416".

Method 1: Service Entry Using Function 5.1 (Update Event Record Detail)

Select function 5.1 from the RSN CMHC/MIS main menu. At the functions window
select “Add a New Event”.

Enter the staff id. which is the provide 3-digit MHD number. See Attachment A.
Enter the client id. This is the RSN unique id., not the provider’s client id.
There are two screens of information that need to be entered. The first screen is items

1-17. The second screen is items 18 - 31. When you have completed the first screen
the system automatically continues to the second screen.
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You must make an entry for these items on screen 1: items 1,2,3,4,10,14,15,16. Press
<ENTER> through the other items and the system will place defaults in for you, if any.

There are no required items on screen 2. Press <ENTER> through all the items on
screen 2 and the system will place defaults in for you.

When you have completed item 31 the prompt line changes to give you a chance to
update an item if you made a mistake. Use the F1 and F2 keys to page between the
two screens. If you complete the entry and still need to make a correction return to the
functions window and select “Update Events”.

Method 2: Service Entry Using Function 9.2 (Re-Enter Service/Activity Logs)

Select function 9.2 from the RSN CMHC/MIS main menu. Type in a SAL Control
Number such as “999999" (the number isn’t important, you just need to put in something
to get to the next screen).

Enter the staff id. which is the provider 3-digit MHD number. See Attachment A.

Enter the date of service. Press <ENTER> at Total Time For Day. Continue to the next
screen.

Here is a guideline to help make the correct entries:

Prompt Meaning What to Type
? Status of Event E
RU Reporting Unit See Attachment A
L Location Code See RSN X-REF
ACT Service Activity Code See RSN X-REF
PROJ Project Code (not used) Press <ENTER>
GROUP Group ID (not used) Press <ENTER>
DUR Staff Duration Hours/minutes of service
PREP Prep. Time (not used) Press <ENTER>
TIME Appointment Time (not used) Press <ENTER>
CLIENT Client ID RSN unique id. for client,
not provider id.
R Recipient Code | <ENTER>
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The slash and <ENTER> signals the program to end the line and fill in the remaining
items with defaults. If you have more than one service for a client for the same day you
may continue making entries on lines 2 through 22. When all services for this date are
entered type “/” and hit <ENTER>. At this point the prompt line changes to give you a
chance to update an item if you make a mistake. Type the line number to update, make
your changes and then keep hitting the <ENTER> key until you get to another screen
showing items 23-44. Type “/” and hit <ENTER> twice and the entry is complete. If you
complete the entry and still need to make a correction, use function 5.1 to update
events.

NOTE: Service data may result in errors received from the MHD exception report.
These errors seldom occur; therefore there is not a master correction instruction. The
exception report must be reviewed and any errors must be researched and corrected
within 3 business days. Usually these errors are due to client information not being
recorded prior to the service data is submitted — before any service corrections, ensure
all required client (daily) data is recorded at MHD.

E&T Inpatient Episode Correction Procedures (AlIU/YIU)

Corrections to RTC/ATU episodes come to your attention by reading the RSN print out
called “CLIENT DB E&T IMPORT”.

Find and update the ISN for the episode discharge date: input the “force bill flag” value
of “Y”. The staff id is 036 and the service code is 500.

Screen print the ISN register. Highlight the ISN Claim Unique ID.
Remove client saved list “ETCOR” if it exists.
Create client saved list “"ETCOR”.
Update 8371 parameter file “CORR8371” used for corrections: check the client saved list
name. Make sure the ISA record is set for production. Change the line in the CLM
record as follows:

e 7 =change/correct

e 8=void

Refer to sample page for list of lines to change.

Check the parameter file called “ISASEQ” and update the last batch number sent if
needed.

Display the E&T episode for the client and screen print.

Run parameter file with admit/discharge dates from above and prepare production file in
/cl/transfers/hipaa.
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Print the report called “837ICORR-ET REPORT”. Make sure the ISN Claim Unique ID
is the same as the one you highlighted on the ISN screen print. If not the same, contact
Mary Anne for help. Copy the report to /c9/cdata and call it ET8371C.xxx where “xxx” is
the batch number.

Print the last page of the report called “ANSI 8371 Event Rpt”. Delete from print queue
after printing; don’t copy this one.

Use JSB file transfer or FTP to transfer batches to your workstation.
Follow instructions to transfer HIPAA batches to MHD and retrieve error reports.

Note: if there is a change to the discharge date after original submission, see Mary
Anne. We may have to do some extra things if that happens. Episode change will
occur but event will remain the same.

E&T Exception Report — Error Resubmission Procedure

The most common error is when discharge date is prior to admission date. This occurs
when we are behind in submitting the inpatient services and the client has multiple
layers of inpatient stays.

Log in to the RSN to process the resubmissions. You will need the exception report to
tell you the client id’s in error.

3.17.2 Print each client’s episode history. Update the record effective date on the
appropriate layer (the one that caused the error) to today’s date.

11.6 Remove saved list called “ETERRS” if it exists. Then create a new saved
list of client id’s to be used in the resubmit process.

5.16.2 Search for the ISN for each client based on discharge date and service
code 500. Update each ISN (item 25 on the screen) to “Y”. That forces
the program to “bill” the service again.

2.11 Edit the parameter file called ETERRS and put in the client list name.
Change the commands as shown in sample to prepare a test file. Make
sure the “claim frequency type code” = 1.

15.4.10 Create test file, review, and submit to EDIFECS for error detection. Make
sure all clients are included in the file and admit/discharge dates are
correct.

2.11 Edit ETERRS parameter file to production status as shown in sample.

2.11 Display parameter file ISASEQ and make sure next batch number is

correct and matches your HIPAA batch log. If not, update as needed.
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15.4.10 Create production file and submit to MHD according to regular processing
procedures. Archive files as usual.

3.17.2 Update episode layers back to chronological order (use your screen
prints). Make sure this is done before the end of the day you changed
them or the daily import of data to the RSN could be updated incorrectly!

MONITORING

This policy is a mandate by contract.

1. This policy will be monitored through use of PRSN:
e Annual PRSN Provider and Subcontractor Administrative Review.
e PRSN will use a DSHS report to identify total errors on data submissions.

2. If a provider performs below expected standards during any of the reviews
listed above a correction action will be required for PRSN approval. Reference
PRSN Corrective Action Plan Policy

Data Error Resolution 4.05 Page 6 of 6



PENINSULA RSN

@ MANAGEMENT INFORMATION SERVICES POLICIES AND
PROCEDURES
Policy Name: ACCEPTANCE OF LATE MIS DATA Policy Number: 4.06

Reference: EQRO Findings, FY 2007
Effective Date: 5/2005
Revision Date(s): 12/2007

Approved by: PRSN Executive Board

CROSS REFERENCES

e Policy: Data Transfer to the Department
e Policy: IS Encounter Submission
e Policy: IS Processing Procedures

PURPOSE

Contracted providers shall attempt to comply with data submission requirements
outlined in the State Data Dictionary. If a provider needs to submit data after the cut off
for the period in question, the Peninsula Regional Support Network (PRSN) Information
Services (IS) contractor shall accept the late data.

PROCEDURE

If a contracted network provider needs to submit data after the data cut off timeframe
outlined in the state Data Dictionary, the PRSN Information Services contractor will
accept the data submission.

The PRSN IS contractor shall submit the late data to the Mental Health Division.

MONITORING

This policy is mandated by contract.

Acceptance of Late MIS Data 4.06 Page 1 of 2




Peninsula RSN Policies and Procedures

1. This policy will be monitored by the PRSN by the following means:
e Kitsap Mental Health Services and the PRSN will identify trends of late MIS
data submission from the provider network.

e Annual EQRO audits and findings. The PRSN will follow-up with any
assigned corrective action requirements.

¢ Annual PRSN Subdelegation Review of the regional IS system

2. If KMHS performs below expected standards during any of the reviews listed
above a Corrective Action will be required for PRSN approval. Reference
PRSN Corrective Action Plan Policy

e Because KMHS contractually provides the PIHP regional Information
System, the PRSN has the ability to impose penalties, modify the
subdelegation contract, or decide to not continue to contract.

Acceptance of Late MIS Data 4.06 Page 2 of 2



PENINSULA RSN

@ MANAGEMENT INFORMATION SERVICES POLICIES AND
PROCEDURES

Policy Name: DATA SYSTEM BACKUP AND
RECOVERABILITY Policy Number: 4.07

Reference: contract
Effective Date: 4/2004
Revision Date(s): 12/2010

Approved by: PRSN Executive Board

CROSS REFERENCES

e Plan: PRSN Disaster Response Plan
e Policy: Corrective Action Plans

PURPOSE

To ensure the Peninsula Regional Support Network (PRSN) data stored electronically is
adequately backed up and plans in place to provide recoverability due to data corruption
or a regional computer system failure.

Background
The Peninsula Regional Support Network contracts with Kitsap Mental Health Services

(KMHS) to operate and maintain the data system used by all network contractors within
the PRSN. The system uses ProFiler/UNICARE software. All PRSN network providers
are connected to the data system through either a VPN or a secure Point to Point T1
data connection. KMHS is responsible for maintaining the network, and transmitting
required data to the Department of Social and Health Services Mental Health Division.

PROCEDURE

Preparedness

Because of the potential risk and ongoing vulnerability to loss of data, the KMHS
Information Services Department has in place a backup and storage policy and
procedure that is practiced every working day. These backup procedures would allow
KMHS and the other network providers within the PRSN to retrieve critical information
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necessary for the conduct of business functions on an immediate basis, and ultimately
allow a full restoration of the data system given a catastrophic failure.

Backups
Data backups will occur on a daily basis with tape verification and rotation as follows:

1. Bootable backup:
e Frequency: Each time any updates or changes are made to the system
e Copies: Two
e Storage: IS Lockbox (on-site), designated off-site location

2. Daily backup:
Database File

e Specifics: Production database and files (UNICARE) are backed up by SQL
Server 2005 each night at 1:00 a.m. Two days are maintained on the SQL
server to allow for fast recovery. These files are then backed up to the KMH tape
and on-line backup device.

e Frequency: Daily 1:00 a.m.

e Copies: Two on the SQL Server, image of these sent to daily tape and on-line
backup storage.

e Storage: IS Lockbox (tape - on-site), on-line digital backup in the Secure Server
Room.
System files

e Specifics: Copies of at least one Application Server, Terminal Server and
Automation Manager systems are contained within the nightly backup for quick
restoration should it be needed.

e Frequency: Daily 1:00 a.m.
e Storage: Along with main KMH backup system.

3. Situational backup:

e Prior to any major version upgrade to the system(s). These are kept at the
designated off-site location until the next major event.

Rotation of backups:

1. Bootable backup:

e 1 copy of current in IS Lockbox (Previous version moved to off-site storage in
lockbox)

e 1 copy of current and previous 2 at designated off-site location
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2. Daily backup:
¢ Non end-of period *(see below): IS Lockbox (re-using oldest tapes in rotation)
e Wednesday at designated off-site location

e End of month: Designated off-site location (keep a quarter’s worth of monthly
tapes — Jan-Mar, Apr-Jun, Jul-Sep, Oct-Dec — then place older tapes back into
rotation).

e End of quarter: Designated off-site location (keep 4 quarter’s worth — placing
oldest tape back into daily rotation).

e End of year: Designated off-site location (keep all yearly tapes). This should be
created when all processing is completed and books closed for the FY.

3. Situational backup:
e Keep current and one previous version at designated off-site location

Hard Copy Reports
e Should temporary manual operations be required, monthly reports (data as
identified in the Disaster Recovery Plan) from the data system will be copied to a
device (ZIP, Flash or CD).

System Restoration and Recovery

Critical Need
The following functions have been identified as critical:

1. Transfer of information to WA State. This includes new data as well as any
researched and corrected data. Data is sent directly via the
www.waproviderone.orq site (logging into the PRSN domain — 1050210) or via the
Provider One secure FTP site (sftp:waproviderone.org). Should the preferred
secure VPN connection to MHD be unavailable for transfer (for more than 1 week),
the following alternative methods shall be used (in order of preference):

e Files (in approved format) will be transferred to an external device (such as
flash or CD) and delivered to MHD in person.

2. Basic client information. This includes information such as scheduled
appointments, client contact/ location information, caseload lists. Basic client data
mentioned above will be downloaded monthly from ProFiler and written to a flash
drive stored in an Excel format and stored at the off-site safe. This file can be
loaded to any standard personal computer for access/printing.

3. PRSN eligibility data from the State on a weekly basis. The database (Access
database) containing the eligibility information is backed up within the standard
nightly backup at KMHS.

4. Payroll, Accounts Receivable, Protective Payee and Accounts Payable at any
PRSN agency that uses these features within CMHC. The items described below
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will be downloaded monthly in a text or delimited file and written to a flash drive
stored in the off-site safe. This would require, at a minimum, the following to allow
these crucial business functions to be manually processed:

e Payroll: Listing of staff pay scales, FTE, deductions.

e Accounts Receivable: Listing of client balances from each funding source.

e Protective Payee: Listing of current balances and check details for current
FY.

e Accounts Payable: Listing of vendors and Journal Detail/General Ledger
information for the current FY.

All other services could be deferred to the recovery stage.

Recovery

The main impacts of catastrophic loss of computer equipment or extended delays in
resuming full processing capacity would be delays in financial and statistical
procedures: reports and backlogs of client and activity information to be entered. This
would not affect services to the public following an emergency, but could have effect to
the provider financial stability and ability to determine impact.

1. The provider information systems would face difficulties in returning to full
production in the face of backlogs, if the system were unavailable for more than
one month, under normal circumstances. Staff shortage and unusual demand for
services would make the need more critical. Business department needs would be
given first priority if computer access were limited.

2. Finance could tolerate a 1-2 month delay, depending on the timing of checks to be
processed.

Use of On-Line Terminals during and after a system failure or natural disaster

e Responsibilities
The most critical computer functions will be assigned to any terminals that remain on-
line at KMHS.

e First Priority

1. Verify that the ProFiler and CMHC systems are still functioning safely, and will
have a source of continuous power.

a. Physically inspect the computer room and status of UPS.

b. An Information Systems staff (usually the IS Director) at Kitsap Mental Health
Services will determine if the computer must be shut down.

2. Verify that terminal locations function properly and the areas are safe to work in.

e Second Priority
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Peninsula RSN Policies and Procedures

1. After critical needs are met, allocate existing terminal access for emergency use by
Jefferson Mental Health, West End Outreach and/or Peninsula Community Mental
Health Services at Kitsap Mental Health Services locations.

2. Information Services staff from Kitsap Mental Health Services will be assigned to
assist each site staff at KMH locations as needed.

Use of a Portable Computer as a Terminal during and after a system failure or
natural disaster

e Responsibilities

A portable PC may be assigned to replace or supplement office terminals. The portable
PC must be equipped with a modem for dial-up connectivity or, preferably, high speed
Internet to connect to the PRSN VPN system.

e First Priority

1. If the Information Services offices are inaccessible, but the ProFiler, CMHC
systems and phone lines are working, assign at least one laptop to serve as a
terminal in a remote location.

a. Set up laptop in location with electricity and a phone jack.

b. Secure Internet connection with the KMHS VPN client installed (IP
66.81.199.165 or https://secure.kmhs.org)

e Second Priority

1. After critical needs are met, allocate existing access to Jefferson Mental Health,
West End Outreach and Peninsula Community Mental Health staff for maintaining
data processing.

Connection to and use of a CMHC “HOT SITE” during and after a system failure
or natural disaster

e Responsibilities

Critical services for clients must be maintained by extracting or entering data in the
system. If the CMHC system is not running, an emergency backup may be run at
another location. Potential hot sites would include CMHC Systems in Dublin, Ohio; Jet
Computers in Olympia, Washington; and Spokane Mental Health in Spokane,
Washington. There would be costs associated with this hot site usage that would
require negotiation at the time of the need.

e First Priority
1. Data necessary for direct client services.

a. Retrieve most recent CMHC backup tape from lock box in Room 508 (Note:
If the hot site does not have BRU as a backup program, the weekly TAR
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backup will have to be used — or the BRU could be provided to the remote
site for installation).

b. If Room 508 (located at KMHS main campus) is inaccessible, retrieve most
recent backup tape (BRU or TAR format) from the safe located at 900
Sheridan, Bremerton, Washington.

c. Load /c1/RSN, /cO/MIS, [c2/FKS, /c3/PT, /cAIIMAGEFILE and /c5/PA at hot
site.

d. Depending on location, dial in or have staff at hot site log on and print reports
designated in the Critical Need section of this document.

Second Priority

If KMHS staff may sustain access to the hot site, the following functions may be run,
depending on time and equipment available.

1. Additional lists of staff or client, inventory, or financial/statistical reports for urgent
needs.

2. Data lookups or updates for service to existing clients.
3. New client registers and services.

Information Services Evacuation Plan During a Natural Disaster

The following actions should be taken by KMHS IS staff upon evacuation and/or other
assigned disaster prep staff upon assignment:

Upon initial evacuation:

IS Staff from room 508 (located on KMHS main campus) will take contents of the lock box.
This lock box is located in room 508, by door. This lock box contains:

1. Nightly backup tapes from the IBM and Windows servers
Agency master key

Safe combination (for safe located at Sheridan facility)
Up-to-date IS, Agency, Cell Phone and vendor POC listing
Recovery procedures (data/programs, etc)

IS inventory listing

IS Recovery staff listing and responsibilities

N o bkowbd

Upon re-entrance/secure actions:

1. The main computer systems (room 508 computer room, labeled in orange) will be
powered off and CPUs removed.

2. The computer designated for the DBA (room 508, labeled in orange) will be powered
off and the CPU removed.
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3.

7.

If power is on and water is present in room 508 or computer room, power should be
secured via the circuit breakers. Any circuit breaker work must be coordinated with
KMHS Facilities staff.

4. The telephone system computer (phone equipment room, labeled in orange) will be
powered off and the CPU removed.

If power is on and water is present in phone equipment room, power should be
secured via the circuit breakers. Any circuit breaker work must be coordinated with
KMHS Facilities staff.

5. The IS companion telephones (assigned to the Help Desk and

Computer/Telecommunication Technicians) will be removed and offered to command
post for assistance (local on-campus communications only).

6. Additional charged batteries (as many as available) and charger units for companion
phones.

If additional threat, the safe located at 900 Sheridan (Bremerton, WA) should be
removed from area as soon as possible. This safe contains:

a.

~®ooCT

Master copies of software.

Master and scheduled backup tapes
Up-to-date IS POC listing

Disaster Plan (data/programs, etc)
IS inventory listing (quarterly run)
Critical printouts (identified in plan)

MONITORING

1.

2.

This policy is mandated by contract. This policy will be monitored by the PRSN by
the following means:

e Kitsap Mental Health Services and the PRSN will debrief any extended down-
time and/or restoration action and resolve problems identified.

e Annual EQRO audits and findings. The PRSN will follow-up with any
assigned corrective action requirements.

e Annual PRSN Subdelegation Review of the regional IS system

If KMHS performs below expected standards during any of the reviews listed

above a Corrective Action will be required for PRSN approval. Because KMHS
contractually provides the PIHP regional Information System, the PRSN has the
ability to impose penalties, modify the Subdelegation contract, or decide to not
continue to contract.
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Addendum 1- KMHS IS Staff Contact Information

IS STAFFING AND RECOVERY RESPONSIBILITIES

1. All Staff have been instructed to contact Tracy Thompson for the following
assigned duties:

¢ |If staff are unable to contact Tracy, they have been instructed to call their office
phone numbers to communicate (pick-up and leave messages for her and other
team members).

Tracy Thompson, IS Director

Overall management and oversight of the recovery. This is the first staff to be contacted.
She will direct all other staff with specific recovery actions.

Office — 360-415-5813
Home — 360-479-5476
Cell — 360-271-9879

Tracy maintains a list of personal contact information for all of the IS staff list- not available
for distribution.

Network/Phones/Hardware

Jim Reichel, Telecommunications/Network Technician - Network and hardware recovery.
Office — 360-415-5811
Home —

Paul Benter, System Administrator/Technician — Network and hardware recovery.
Office — 360-415-5812
Cell -

Database for UNI/CARE (ProFiler) and CMHC — Note specialties:
Mary Anne Miller, Lead Systems Analyst — Billing, Payroll, Encounters, Eligibility
Office — 360-415-5859
Home -
Cell -
Beth Heinz, Systems Analyst — Clinical systems
Office — 360-415-5817
Cell -
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Cynthia Wooten, Systems Analyst — Medical services, Transcription, InPatient data
Office — 360-415-5814
Home -
Cell -

Emily Pechia, Data Specialist - Data validation
Office -360-415-5818
Home -
Cell -

Adrienne Sablan, EMR Clinical Help Desk — Communication with users
Office - 360-415-5858
Home —
Cell -
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Data System Back-up and Recovery Testing

PROCEDURE - This information is reviewed and tested annually in January.

Backups

Data backups will occur on a daily basis with tape verification and rotation as follows:

1. Bootable backup:
e Frequency: Each time any updates or changes are made to the system
e Copies: Two
e Storage: IS Lockbox (on-site), designated off-site location

e Testing 1/2010: Verified backups on site and in the off-site location for all
servers (system state backups).

2. Daily backup:
Database File

e Specifics: Production database and files (UNICARE) are backed up by SQL
Server 2005 each night at 1:00 a.m. Two days are maintained on the SQL
server to allow for fast recovery. These files are then backed up to the KMH tape
and on-line backup device.

e Frequency: Daily 1:00 a.m.

e Copies: Two on the SQL Server, image of these sent to daily tape and on-line
backup storage.

e Storage: IS Lockbox (tape - on-site), on-line digital backup in the Secure Server
Room.

e Testing 1/2010: Restored test database from the backup file of the live
database. Connected to the database and verified functionality. Verified
system state backup from on-line storage and copies in the off-site safe.

System files

e Specifics: Copies of at least one Application Server, Terminal Server and
Automation Manager systems are contained within the nightly backup for quick
restoration should it be needed.

e Frequency: Daily 1:00 a.m.
e Storage: Along with main KMH backup system.

e Testing 1/2010: Verified system state backup from on-line storage and copies
in off-site safe.

3. Situational backup:

e Prior to any major version upgrade to the system(s). These are kept at the
designated off-site location until the next major event.



e Testing: Verified last copy of ProFiler system performed after the version
upgrade to 2009 on 11/6/20089.

Rotation of backups:

1. Bootable backup:

e 1 copy of current in IS Lockbox (Previous version moved to off-site storage in
lockbox)

e 1 copy of current and previous 2 at designated off-site location

e Testing 1/2010: Verified copy of current system state in IS lockbox. Verified
storage at off-site location.

2. Daily backup:
e Non end-of period *(see below): IS Lockbox (re-using oldest tapes in rotation)
e Wednesday at designated off-site location

e End of month: Designated off-site location (keep a quarter’s worth of monthly
tapes — Jan-Mar, Apr-Jun, Jul-Sep, Oct-Dec — then place older tapes back into
rotation).

e End of quarter: Designated off-site location (keep 4 quarter’s worth — placing
oldest tape back into daily rotation).

e End of year: Designated off-site location (keep all yearly tapes). This should be
created when all processing is completed and books closed for the FY.

3. Situational backup:
e Keep current and one previous version at designated off-site location

Hard Copy Reports
e Should temporary manual operations be required, monthly reports (data as
identified in the Disaster Recovery Plan) from the data system will be copied to a
device (ZIP, Flash or CD).

System Restoration and Recovery

Critical Need
The following functions have been identified as critical:

1. Transfer of information to WA State. This includes new data as well as any
researched and corrected data. Data is sent directly via the
www.waproviderone.org site (logging into the PRSN domain — 1050210) or via the
Provider One secure FTP site (sftp:waproviderone.org). Should the preferred
secure VPN connection to MHD be unavailable for transfer (for more than 1 week),
the following alternative methods shall be used (in order of preference):

e Files (in approved format) will be transferred to an external device (such as
flash or CD) and delivered to MHD in person.
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e Testing 1/2010: Tested creating files as sent to the state on
password protected Flash Drive. Verified data readability
successfully.

2. Basic client information. This includes information such as scheduled
appointments, client contact/ location information, caseload lists. Basic client data
mentioned above will be downloaded monthly from ProFiler and written to a flash
drive stored in an Excel format and stored at the off-site safe. This file can be
loaded to any standard personal computer for access/printing.

e PRSN eligibility data from the State on a weekly basis. The database
(Access database) containing the eligibility information is backed up within
the standard nightly backup at KMHS.

e Testing 1/2010: Files downloaded from ProFiler (Excel and MS Word
formats) opened for readability successfully. Data restored from
system backup. Successful opening and operation of restored
database (MS Access).

3. Payroll, Accounts Receivable, Protective Payee and Accounts Payable at any
PRSN agency that uses these features within CMHC. The items described below
will be downloaded monthly in a text or delimited file and written to a flash drive
stored in the fire-proof disaster plan box in IS Tech office (room 508). This would
require, at a minimum, the following to allow these crucial business functions to be
manually processed:

e Payroll: Listing of staff pay scales, FTE, deductions (CMHC Report
ACSTFALL) — weekly reports, saved off monthly

e Accounts Receivable: Listing of client balances from each funding source
(AR Aging Report from ProFiler)

e Protective Payee: Listing of current balances and check details for current
FY.

e Accounts Payable: Listing of vendors and Journal Detail/General Ledger
information for the current FY.

All other services could be deferred to the recovery stage.

e Testing 1/2010: Files downloaded from ProFiler (Excel and MS Word
formats) opened for readability successfully. Data restored from
system backup. Successful opening and operation of documents.

Recovery

The main impacts of catastrophic loss of computer equipment or extended delays in
resuming full processing capacity would be delays in financial and statistical
procedures: reports and backlogs of client and activity information to be entered. This
would not affect services to the public following an emergency, but could have effect to
the provider financial stability and ability to determine impact.

1. The provider information systems would face difficulties in returning to full
production in the face of backlogs, if the system were unavailable for more than
one month, under normal circumstances. Staff shortage and unusual demand for
services would make the need more critical. Business department needs would be
given first priority if computer access were limited.



2. Finance could tolerate a 1-2 month delay, depending on the timing of checks to be
processed.

Use of On-Line Terminals during and after a system failure or natural disaster

e Responsibilities

The most critical computer functions will be assigned to any terminals that remain on-
line at KMHS.

e First Priority

1. Verify that the ProFiler and CMHC systems are still functioning safely, and will
have a source of continuous power.

a. Physically inspect the computer room and status of UPS.

b. An Information Systems staff (usually the IS Director) at Kitsap Mental Health
Services will determine if the computer must be shut down.

2. Verify that terminal locations function properly and the areas are safe to work in.

e Testing 1/2010: Weekly testing continues of access to all servers from
systems contained within the IS Computer Room. On-going access
verified via the external VPN connections.

e Second Priority

1. After critical needs are met, allocate existing terminal access for emergency use by
Jefferson Mental Health, West End Outreach and/or Peninsula Community Mental
Health Services at Kitsap Mental Health Services locations.

2. Information Services staff from Kitsap Mental Health Services will be assigned to
assist each site staff at KMH locations as needed.

Use of a Portable Computer as a Terminal during and after a system failure or
natural disaster

e Responsibilities

A portable PC may be assigned to replace or supplement office terminals. The portable
PC must be equipped with a modem for dial-up connectivity or, preferably, high speed
Internet to connect to the PRSN VPN system.

e First Priority

1. If the Information Services offices are inaccessible, but the ProFiler, CMHC
systems and phone lines are working, assign at least one laptop to serve as a
terminal in a remote location.

a. Set up laptop in location with electricity and a phone jack.

b. Secure Internet connection with the KMHS VPN client installed (IP
66.81.199.165 or https://secure.kmhs.org)

e Second Priority



1. After critical needs are met, allocate existing access to Jefferson Mental Health,
West End Outreach and Peninsula Community Mental Health staff for maintaining
data processing.

Connection to and use of a CMHC “HOT SITE” during and after a system failure
or natural disaster

e Responsibilities

Critical services for clients must be maintained by extracting or entering data in the
system. If the CMHC system is not running, an emergency backup may be run at
another location. Potential hot sites would include CMHC Systems in Dublin, Ohio; Jet
Computers in Olympia, Washington; and Spokane Mental Health in Spokane,
Washington. There would be costs associated with this hot site usage that would
require negotiation at the time of the need.

e First Priority
1. Data necessary for direct client services.

a. Retrieve most recent CMHC backup tape from lock box in Room 508 (Note:
If the hot site does not have BRU as a backup program, the weekly TAR
backup will have to be used — or the BRU could be provided to the remote
site for installation).

b. If Room 508 (located at KMHS main campus) is inaccessible, retrieve most
recent backup tape (BRU or TAR format) from the safe located at 900
Sheridan, Bremerton, Washington.

c. Load /c1/RSN, /cO/MIS, /c2/FKS, /c3/PT, /cAIIMAGEFILE and /c5/PA at hot
site.

d. Depending on location, dial in or have staff at hot site log on and print reports
designated in the Critical Need section of this document.

Second Priority

If staff may sustain access to the hot site, the following functions may be run, depending
on time and equipment available.

1. Additional lists of staff or client, inventory, or financial/statistical reports for urgent
needs.

2. Data lookups or updates for service to existing clients.
3. New client registers and services.

Information Services Evacuation Plan During a Natural Disaster

The following actions should be taken by KMHS IS staff upon evacuation and/or other
assigned disaster prep staff upon assignment:

Upon initial evacuation:

IS Staff from room 508 (located on KMHS main campus) will take contents of the lock box.
This lock box is located in room 508, by door. This lock box contains:

1. Nightly backup tapes from the IBM and Windows servers



L O

Agency master key

Safe combination (for safe located at Sheridan facility)
Up-to-date IS, Agency, Cell Phone and vendor POC listing
Recovery procedures (data/programs, etc)

IS inventory listing
Testing 1/2010: Verified contents of the IS Lock Box.

Upon re-entrance/secure actions:

1.

The main computer systems (room 508 computer room, labeled in orange) will be
powered off and CPUs removed.

The computer designated for the DBA (room 508, labeled in orange) will be powered
off and the CPU removed.

If power is on and water is present in room 508 or computer room, power should be
secured via the circuit breakers. Any circuit breaker work must be coordinated with
KMHS Facilities staff.

The telephone system computer (phone equipment room, labeled in orange) will be
powered off and the CPU removed.

If power is on and water is present in phone equipment room, power should be
secured via the circuit breakers. Any circuit breaker work must be coordinated with
KMHS Facilities staff.

The IS companion telephones (assigned to the Help Desk and
Computer/Telecommunication Technicians) will be removed and offered to command
post for assistance (local on-campus communications only).

Additional charged batteries (as many as available) and charger units for companion
phones.

If additional threat, the safe located at 900 Sheridan (Bremerton, WA) should be
removed from area as soon as possible. This safe contains:

a. Master copies of software.

Master and scheduled backup tapes
Up-to-date IS POC listing

Disaster Plan (data/programs, etc)
IS inventory listing (quarterly run)
Critical printouts (identified in plan)
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PENINSULA RSN

@ ADMINISTRATION POLICIES AND PROCEDURES

Policy Name: MANAGEMENT ATTESTATION OF
ACCURACY OF DATA Policy Number: 4.08

Reference: DSHS Contract, 42 CFR 438
Effective Date: 8/2004
Revision Date(s): 12/2007

Approved by: PRSN Executive Board

CROSS REFERENCES

e Policy: Corrective Action Plan

PURPOSE

To ensure that required data submitted to Department of Social and Health Services
(DSHS) is complete and accurate.

DEFINITIONS

Management Certification: Federal regulations require that utilization data be certified
by management prior to submission to the Department.

PROCEDURE

1. The Peninsula Regional Support Network (PRSN) Administrator certifies the
accuracy of all data submitted to DSHS.

2. Data is certified at the time of batch transmission to the Department.

3. The PRSN has authorized all edits and audits used by the PRSN Information
Services contractor Kitsap Mental Health Services (KMHS) and providers to
ensure data is managed in accordance with the Data Dictionary and Trading
Partner Agreement as described below.
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e These processes provide PRSN Administration staff with the ability to
ensure accuracy of data prior to submission to DSHS.

4. Data entry screens used by providers to enter all information is controlled,
utilizing tables that allow entry of only authorized values in client records. The
authorized tables are as specified in the Data Dictionary.

5. Clients identified as RSN clients are not allowed to be sent to the RSN database
until all required elements are completed.

6. Prior to any service/encounter information generation, all PRSN providers review
miscellaneous audit reports and correct data within prescribed timelines.

7. PRSN Administrator is notified by email of any encounter data as it is being
transmitted to DSHS to provide for the HIPAA Encounter Certification.

e This form is completed by the PRSN Administrator for each encounter
(HIPAA) claim submitted.

MONITORING
This policy is a mandate by contract and statue.

1. This policy will be monitored through use of PRSN:
e Monthly Provider Chart Reviews

Data integrity is assessed on a random sample of charts to ensure that
encounter data submitted to the PRSN is documented in the clinical file and
that all documented encounters are submitted to the IS system.

e PRSN IS Attestation document transmitted via email, daily- with a monthly
letter signed.

2. If a provider performs below expected standards a Corrective Action Plan will be
required for PRSN approval. Reference PRSN Corrective Action Plan Policy
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